Ucnonb3oBaHue npotoKonoB Bluetooth
Low Energy n Wi-Fi gna nocrpoeHus
BPEeMEHHbIX COLMUANbHbIX CeTeU

Y CEE-SECRR

MaKkcum J1IeKuH
YTO TaKoe BpeMeHHas couunasbHasa ceTb U

AneKcaHap Kopuak
3a4eM OHa HYyXHa?

« MEPA HH» (H.Hosropoga)
Kak ncnonb3osatb npotokon Bluetooth

Low Energy ana noctpoeHus Takux ceten?

< Android
Kak ncnonb3osatb TexHonornto Wi-Fi ansa
NOCTPOEHUSA TaKUX CeTen?

% Android



YTO TaKoe BpeMeHHble coLMasibHble ceTu?

Heobxoanmoctb obmeHa nHdopmaumen BHYTpuU i i p
HEKOTOPOW rpynmnbl I0AEN, OKa3aBLUENCA B OQHO | _ -

o ‘ cﬁmw% 7 1’
BpeMA B OAHOM MECTe U C OAHOW UeNblo, BO3HUKAEeT C&ry ~“Hag P
[0BOJIbHO YacTo. Hanpumep, y4aCTHMUKU COBELL,AHUS ‘ ',

MOTYT 3aXOTETb 0bMeHATbCA CCbIIKAMW HA CBOU '

npodunn B cetu LinkedIn, ctyaeHTbl MOryT obmeHmMBaTbCA 3aMETKAMK NN
BOMPOCAaMM K YNTAaEMOMY MaTepuasny, TYPUCTbl U3 OAHOM FPynMnbl MOTYT
3aX0TEeTb 0OMEHATLCA APYr C APYrOM CAEe/TaHHbIMU BO BPEMS IKCKYPCUU
doTorpaduamm. Bo Bcex aTux ciyyanax mbl byaem roBopmuTb O KBPEMEHHOWN
coumanbHOM ceTn», obpasyemomn BHYTPU OAHOro NOMeELLEHUA HA
OrPaHUYEHHbIN MPOMEKYTOK BpeMEHU. TaKkue ceTu ABNAKOTCA YAaCTHbIM

cnydyaem T.H. becnpoBogHbix ad-hoc ceTei.
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[Tprmepbl BpeMeHHbIX COLMaNbHbIX CETEN
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[TpoToKkon Bluetooth Low Energy

Bluetooth LE is a Specification

Mot to be confused with Bluetooth

The specification is used to create

Bluetooth LE Chipsets

e.g. Kontakt Chipset

The chipsets are embedded in

devices

e.g. Estimotie Device

g.f; CEE-SECR



[TpoToKkon Bluetooth Low Energy

" Remember NFC?
It only works here

23  3-10M

Which Then Lets You Calculate
: PROXIMIFY To The Beacon

g.f; CEE-SECR
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in Login with LinkedIn

Alexander Korshak
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State University of Nizhni Novgorod named
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i0S peannsaumna (BLE

Central

Client

[ CBCentralManager J

| CBPeripheral |

CBMutableService

Bluetooth

4.9

Peripheral
atbner Low Energy

[ CBPeripheralManager J

CBMutableService

(oo ]

CBMutableCharacteristic ] CBMutableCharacteristic

CBMutahleCharacteristic ] CBMutableCharacteristic

4 )

CoBMeCTUMOCTh: iOS 7 U BhIllIE
MHTepBas CKaHMPOBaHUSA: 3-5 ceK.
MHTepBas nepek/0deHUs: 3-5 Cek.

. /

CBCentral

ConnectionManagerCentral

@property (nonatomic, retain) MSDate* baseDate;
@property (nonatemic, assign) BOOL isON;

+ (ConnectionManager*)instance;

- (void)posiNewData: (NShutableDictionary*)data;

- (NSMutableDictionary*)loadUserData;

- (BOOL)saveUserData:(NSMutableDictionary*)userData;
- (void)startTransferDala;

- (void)stopTransferData;

- A ~
_— - —— —
-_— - - ——
i e
=<interface>> <<interface>>
CBCentralManagerDelegate CBPeri IManagerDeleg:

- (void)centralManagerDidUpdateState:(CBC I
*jcentral; - (void)peripheralManagerDidU pdate State:(CBPeripheralManager
- (void)centralManager-(CBCentralManager *joentral *)peripheral;
didDiscoverPeripheral:(CBPeripheral *)peripheral -
advertisementData:(MSDictionary *)advertisementData (void)peripheralManagerDidStartAd ising: (CBPeripheral ager
RSSL:{MSNumber *)RSSI; *Iperipheral error:(NSError *)error;
- (void)centralManager:(CBCentralManager *)central - (void)peripheralManager.(CBPeripheralManager *jperipheral
didRetrievePeripherals:(NSAmay *)peripherals; didReceiveReadRequest(CBATTRequest *jrequest;

Y CEE-SECRR



Android peanusauus (BLE) B|gft8§th”

: /—\ @ Low Energy
REST \_/ .
API . device |T f’airk"’fﬂ'fa”y ol
. :22'& calculation
= e | =y || =
e Collect information from users about BLE devices and store in db:

o user id,
o user info
o BLE devices UDIDs list
o timestamp

e Periodically calculate nearby devices:
o see next slide

e Store result information:
o areas of BLE devices @
o CEE-SECR



Android peann3sauua (BLE) Bluetooth

1) Areas (list of lists of nearby users with their BLE devices) 4 .9

EDD |:| OO0 . g OO0 . O

NV

users

Low Energy

2) For each user we enumerate all BLE devices connected and:
e (et devices list from user record
e if length of devices listis not 0
for each area
e put current user record to the area if at least one device of this user
belongs to this area
else
e create new area and put user record to this new area
e store areas to result table into db

3) Users can get areas information, find itself and nearby users

gﬂ& CEE-SECR



Android peanunsauusa (Wi-Fi)

[ Group Play H Education H Meeting ]| Games J -

Channel Messaging File Transfer
Manager Protocol Protocol Discovery

Samsung Chord API Architecture

gﬁ“;
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Android peanunsauusa (Wi-Fi)

Direct Wi-Fi or AndroidAP or Wi-Fi (hotspot)

private or public

channel

device

service

activity

service

activity

service

activity

MeetMate app Architecture

gﬁ“;
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Live Demo + Q&A
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