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MoTuBaUWn4

 AnnapartHblie HSM —

3apeKkoMmeHaoBaBLUME cebs cpencTaa
3allUNTbl, UMeloLLe BbICOKYIO
CTOMMOCTb;

Lunaga

e KOHTENHEPHbI LINuX — HageXHble W
3allyLLEeHHbIe OKPYXXeHUN

e Peannsaumsa oyHkunn HSM B
KOHTEeNHepe — pa3yMHbIV KOMNPOMWCC
3allNLLEeHHOCTU N PYHKUMNOHaUTbHOCTI




YT0 Takoe HSM

Hardware Security Module — don3snyeckoe ycTponucTBO
15 ynpasneHns ungpoBbiMU KitoHaMn 1 BbINOSTHEHUS
KOUNTOMYHKLINIA:

* (pusnyeckasa (annaparHasi) n3onauus;
e OTCYTCTBUE NHTEPdrencoB AoCcTyna K NnamaTu
e cpeacTBa 3awmnTbl OT NPOHUKHOBEHUA



KOHTeunHepsbl B LInux

LLITaTHOEe cpeacTBo BUpTyasinsaunn B aape
Linux:

- 130M149UMs1 NPOCTPAHCTB MMEH
— OrPaHNYeHne pecypcos
- 3awmTa



«1OCTyNHbIe» peLleHns

HaumeHoBaHuWe LeHa

MNporpammHo-annapaTtHelM Kpuntorpadudeckid moayne "Kpuntollpo HSM". BapwaHT ncnonHeHusa 1

Irﬂ-a;:u-ahTET-p ;c?pEﬁETE-a: --------------------------------- 1

* [lpoueccop (64 pa3sp.): 2 x Xeon E5630
iro): 16

AWS CloudHSM Pricing Create Free Accour’ 2072 e

2CTBO Nonk3oBatenen (KNwoJveeblX KoHTelWHepor): 10000
2CTBO ogHOBpemMeHHo paboTawlwKx nonk3oeaTtenen (ceccuid): 1500

You will be charged a one-time upfront fee for each CloudHSM provisioned to you and an hourly fee feoavrensHocts (SUMM/cek.): 15000
TP : - . HHbIW C rOpA4Yen 3aMeHOMN
HSM while it remains provisioned and available for your use.

900 000,00p.

Region: | US East (N. Virginia)  #

1 x Core2Duo
ro). 2
a): 2U/48 cm
AWS CloudHSM Type Upfront Hourly I: 2 wT. (onTHUKa)
2CTBO Nonk3oBaTenen (KnwoJveeblXx KoHTerMHepos): 1500
2CTBO OHOBpemMeHHo paboTarwwmx nonsizoeaTtenen (ceccunid): 1000
roguTensHocTs (SUIM/cek.): 1500
o 17|

AWS CloudHSM service with Dedicated SafeNet Luna SA $5,000 $1.88 per Hour .

600 000,00p.

$1,373 (on average per rrrorpacpuieckuit moayne "ATaMKc-HSM" 600 000,00p.

yeckyto noagepxky NAKM "Kpuntollpo HSM" 60 000,00p.

Except as otherwise noted, our prices are exclusive of applicable taxes and duties, including VAT and applicable sales t
customers with a Japanese billing address, use of the Asia Pacific (Tokyo) Region is subject to Japanese Consumption

more.



ApxmntekTtypa Virtual-HSM

XOCToBas onepauoHHad CUcremMma

BupTtyanbHOe OKpyXeHune KnneHTtckoe KnuneHTtckoe
VHSM OKpYy>XeHune OKpYy>XeHune
Ge3onacHoe [MpunoxeHne [MpunoxeHune
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VHSM API VHSM API
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SQL
Netlink Netlink
CepBep
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AOMUHUCTPATOP
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[10J1Ib30BaTEJIA
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AOMUHNCTPUPOBaHME
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AYTEeHTUPUKaL KA, aBTopn3auns

BupTtyansHoe okpyxeHne VHSM
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AHa/IN3 yrpos

Client container VHSM container (trusted)

Sensitive data

Linux PAM |« > User VHSM admin
storage
A A
credentials Local
and n/s* data
SQL
| __________ .*“'.'- ] ---“hu.

VHSM PAM
module

Kernel

encrypted and

user and
n/s* data

mod. cred.

/v )

1 I [
| I [
encrypted ! Kernel | !
dat _ - = - :
mod. cred. = Client AP : transport : VHSM | SQLite DB
\ : module : Daemon : manager
shadow pﬁ:r:*?.}d : : :

Netlink Netlink Local

*n/s - nonsensitive
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CCbITIKN 1 pecypchbl

&ali > & [ openvz.org/Virtual_HSM #
¥ X [[H X (I mgmt @ g2t ) (Jtools [Jlinks (Josll (] projects &) fgdocs 9 ¥ .. A AS

Page | Discussion Read | Edit | View history

OpLenVZ »% % Please support OpenVZ — every donation matters! -

inux Containers

 http://openvz.org/Virtual HSM

Mavigation

Main Page

Virtual HSM
FAC - . . ; ; . . . =
staliati Virtual HSM (VHSM) is a software suite for storing and manipulating secret data outside the virtualized : ® . f? N
netEEten is a physical device connected to the computer, this software provides HSM functionality through the PK p . g I ] O p e n VZ ] O rg n p _V S | I l

OS5t lat
SRS based on OpenVZ container technology.

Latest news

Recent changes Contents [hide]
1 Structure

Other sites 2 Details
Blog 2.1 VHSM virtual environment
Google+ 2.2 Transport
Forum 2.3 Client virtual environment
Buggzilla 3 Building
Downloads 4 Installation
GIT source repo 0 Usage
CRIU project sllne
Parallels

Structure
Donate

The architecture of the Virtual HSM is shown in the Fig. 1. The
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